The recent growth of internet-enabled handheld devices has increased the need for the protection of digital media and intellectual property rights. One way to ensure this protection is via digital watermarking, a process that embeds an imperceptible signature or watermark in a digital file containing audio, image, text or video data. The signature is later used to authenticate the data file and for tamper detection. Effective watermarking can be computationally expensive and place additional drain on the available energy in handheld devices. We present a detailed analysis of the energy requirements and performance of a range of prevalent and proposed algorithms for signature embedding, extraction, and authentication for images. We also discuss the security versus energy trade-offs of these algorithms and study the impact of image resolution on energy and performance.
Introduction
The internet is being increasingly used for the distribution of digital multimedia content. The inherent flexibility of the internet enables users and commercial entities to create, distribute, store, peruse, modify, and trade digital content in various forms such as text documents, databases, e-books, images, audio, video, computer software, and games. Such flexibility gives rise to concerns about the protection and enforcement of intellectual property (IP) rights of the digital content provider involved in the transaction. In addition, unauthorized replication and manipulation of digital content is relatively trivial and can be done using inexpensive tools, unlike traditional analog multimedia content.
The use of watermarks has been proposed as a solution to protect the intellectual property of digital products. Digital watermarking [1, 2, 3, 4] is the process of embedding a secret code or identification tag into a digital media file so that it is hidden from view, but can be extracted on demand to verify the authenticity of the media file. Watermarks are embedded in applications in the form of additional information like identifiers of the owner, recipient, and/or distributor, transaction dates, serial numbers, et cetera.
Handheld devices such as PDAs (personal digital assistants) and cell phones are increasingly being used for exchanging, viewing, and listening to digital content. Mobile devices have limited computational capability owing to their small form factor. Furthermore, these devices have a limited energy budget (battery life is limited). Performing digital watermarking on mobile handheld devices places an additional computational and power burden on these devices.
In this paper, we analyze the energy requirements and execution time for image watermarking algorithms on mobile devices. We also examine the effect of increased security (better watermarks) and image resolution on energy and execution time. We believe that such characterization is critical for addressing energy efficient watermarking for battery-constrained mobile handheld devices. In addition, the analysis helps to determine a set of "profitable" (from performance/energy perspective) computations for proxybased offloading [5] . To the best of our knowledge, this is the first detailed characterization of the energy requirements of watermarking algorithms.
The rest of the paper is organized as follows. In Section 2, we present an overview of signature generation and image watermarking. In Section 3, we discuss the architecture of our target system. Section 4 presents the experimental setup and results. In the next section, we present related work. Finally, Section 6 summarizes this work with directions for future work.
Watermarking
Digital watermarking has been proposed as a technique for protecting intellectual property in the digital world. This includes preventing unauthorized copying and validating authenticity of data, whether it be audio, textual, visual, or video. Watermarking can also be used to demonstrate proof of ownership, to detect if a digital file has been changed or tampered with, to embed additional data (such as author information), and to hide data. Watermarking has also been proposed for software mobile agents to detect if a host has tampered with the mobile agent code [4] .
The tasks involved in watermarking for images are shown in Figures 1(a) and (b). There are three basic tasks in the watermarking process (with respect to an image):
❐ Embedding: Refers to invisibly implanting a watermark into an image. The watermark itself is generated using a signature generation process. A residual mask is used for the embedding procedure. The mask modifies the neighboring relationship between the coefficients of the transformed image. The quantity of modification is used as a measure of invisibility and robustness of the embedding procedure. The watermark embedding algorithm may use a secret key to determine the way in which the watermark is embedded into the image [2] . ❐ Detection and Extraction: Refers to detecting whether an image has a watermark and extracting this watermark from the image. Watermarking algorithms require either the original image [6] or the original watermark [7] or the secret key [2] , or any combination thereof, to extract the watermark. ❐ Authentication: Refers to comparing the extracted watermark with the original watermark. In general, a threshold is defined for the comparison. If the differences (if any) are more than the threshold the image is declared tampered.
Watermarks (or digital signatures) are used to detect unauthorized modifications of data and for ownership authentication. In addition, the recipient of signed data can use a digital signature in proving to a third party that the signature was in fact generated by the signer of the data. This is known as non-repudiation since the signer of data cannot, at a later time, repudiate the signature.
Image Watermarking Techniques
A simple approach for embedding data into images is to set the least significant bit (LSB) of some pixels to zero. Data is then embedded into the image by assigning 1s to the LSBs in a specific manner (known only to the owner). This method satisfies the perceptual transparency property, since only the least significant bit of an 8-bit value is altered.
The quantization tables used in lossy compression techniques take advantage of the fact that the human visual system is less sensitive to quantization noise at higher frequencies. That is, the human eye is more sensitive to noise in the lower frequency range than in the higher frequency range, . System Overview while the energy of most of natural images is concentrated on the lower frequency range. Therefore, in order to invisibly embed a watermark and survive lossy data compression, a reasonable trade-off is to embed the watermark into the middle-frequency range of the image [8] .
In DCT-based watermarking, the original image is divided into 8 × 8 blocks of pixels, and the 2-D DCT (discrete cosine transform) is applied independently to each block. The watermark is then embedded into the image by modifying the relationship of the neighboring blocks of the DCT coefficients that are in the middle-frequency range in the original image [8] .
Each RGB (red-green-blue) component in color images may have a different resolution. Wavelet-based watermarking techniques exploits this by creating a multi-resolution representation in which each RGB component is represented in a different frequency band. This, however, leads to computationally expensive searches for coefficients across sub-bands [9] while embedding and extracting the watermark. The watermark is adaptively weighted in to different sub-bands to achieve robustness as well as imperceptible watermarks.
System Architecture
An overview of the architecture of our target system is shown in Figure 2 . This system consists of three components: mobile devices, proxy servers and servers. A mobile device refers to any type of networked resource; it could be a handheld (personal digital assistant or PDA), a printer or a wireless security camera et cetera. Servers store the multimedia and database content and stream data (say images) to a client as per requests. All communication between the mobile devices and the servers are relayed through the proxy servers. Proxy servers are powerful servers that can, among other things, compress/decompress images, transcode video in real-time, access/provide directory services, and provide services based on a rule base for specific devices. Mobile devices thus actually negotiate with proxy servers for security, quality of service and content delivery. The proxy servers in turn request the content servers for the image/video/data stream as per user requirements. 
Experimental Setup and Results
In this section, we present experimental results for performance and energy consumption of a suite of 11 watermarking algorithms on a handheld.
Setup
Our experimental setup is shown in Figure 3 . All our measurements were made using a Sharp Zaurus PDA with an Intel 400MHz XScale R processor with 64MB ROM and 32MB SDRAM. We used a Belkin 802.11b wireless USB network adaptor on the Zaurus for communication. We removed the batteries from the Zaurus and placed a resistor in series with the power supply, as shown in Figure 3 . We used a National Instruments PCI DAQ (data acquisition) board to sample the voltage drop across the resistor (to calculate current) at 1000 samples/second. We calculated the instantaneous power consumption corresponding to each sample and the total energy using the following equations :
where V R is the instantaneous voltage drop across the resistor (in volts) with resistance R ohms and V P DA is the voltage across the Zaurus PDA (or the supply voltage), and T is the sampling period (T = 1/1000 since sample rate is 1000 samples/second). Thus, as per Equation 2 above, energy E is the sum of all the instantaneous power samples for the duration of the execution of the application multiplied by the sampling period T . We calculate average power as the ratio of total energy over total execution time.
We performed experiments on 11 image watermarking algorithms, referred to as Bruyndonckx, Corvi, Cox, Dugad, Fridrich, Kim, Koch, Wang, Xia, Xie and Zhu, 1 whose source code is available from [11] . The source code was cross-compiled using arm-gcc for Zaurus. This suite of watermarking algorithms is representative of a range of image watermarking techniques and as our results show, have very different performance and energy consumption. 1 For detailed description of each algorithm the reader is referred to [10] Table 1 lists the energy usage, average power (energy/exe-cution time), and execution time for watermark embedding by the various watermarking algorithms when they are executed on the handheld.
Watermark Embedding
From Table 1 we note that Bruyndonckx's and Koch's algorithms are the most energy and performance efficient. This can be attributed to their low security levels as compared to other algorithms. For example, Bruyndonckx embeds most of the signature bits in a few blocks in the image, thus, enabling quick, low computation searches. This speeds up the embedding process and leads to low energy consumption. However, such localized embedding strategies are highly susceptible to watermark attacks [12] . Similarly, Koch embeds signature bits by modifying coefficient 2 relationships using mean square error to minimize error. As compared to other frequency domain watermark embedding techniques, Koch's algorithm offers a very low security level owing to the simple embedding criteria. In contrast, Xie and Zhu employ wavelet-based watermarking techniques; such sub-band level embedding techniques are more secure than other techniques. However, calculating wavelet and inverse-wavelet transforms is computationally expensive and thus, also power hungry.
Watermark Extraction
We present the energy, power, and execution time analysis of watermark extraction in Table 2 . Again, we observe that Bruyndonckx's and Koch's watermarking algorithms consume much less power (up to two orders of magnitude) than others. In the case of Bruyndonckx's extraction procedure, as stated in the previous section, this is due to the locality of the embedded watermark. Also, the extraction process is restricted to the spatial domain, i.e., the search for the embedded watermark is performed in the blocks 3 of the image. Whereas in Koch's extraction procedure, the signature is extracted on the basis of the modified relationship of the DCT coefficients. It merely involves extracting the middle frequency coefficient of a 8 × 8 block. Thus, Koch's algorithm also requires little energy and executes fast. On the other hand, the watermark extraction in Corvi and Kim is done in the wavelet domain. In this type of watermarking algorithms, we first have to determine the coefficients by calculating the wavelet transform and evaluate the decomposition levels and their sub-bands. Then these sub-bands are used for watermark extraction. This involves complex computations and hence, higher energy usage. Of all the watermarking algorithms presented in Table 2, Fridrich has the highest energy consumption and execution time because it calculates the mean and the variance of all the pixel values in the image and performs band-wise correlation and image normalization.
We find that in some cases watermark extraction is more expensive than watermark embedding. Wavelet-transform based watermarking techniques such as Fridrich's, compute the transform once on the input image while embedding the watermark. The coefficients are first normalized (this requires mean and derivation calculation) and then embedded imperceptibly in the medium frequency range. On the other hand, during extraction, the transform is carried out on both the input image and the output image and the corresponding coefficients are normalized. The correlation between the normalized coefficients of the input and output is used as a measure of the fidelity of the watermarked image. The overhead of computing band-wise correlation and image normalization accounts for the higher energy consumption.
Watermark Authentication
In Table 3 , we list the energy, power and execution time for watermark authentication. This task is computationally inexpensive, since it involves a simple comparison of the extracted watermark and the original watermark. From Table 3, we find that blind watermarking techniques such as Bruyndonckx's in which the mark is verified without using the original image, are more power efficient as they forgo fidelity checks on the extracted image. On the other hand, fragile watermarking techniques such as Fridrich's in which watermarks are designed to be distorted or "broken" under the slightest changes to the image, employ correlation measures between the original image and extracted image for image verification. 
Impact of Different Security Levels
Intuitively, it is obvious that the more secure our watermarking scheme, the more computation it will require and the more energy it will consume. In this section, we quantify this intuition by varying the security level for the watermarking algorithms used in our experiments.
In Figures 4(a) and 4(b) , we present the impact of increasing the security level, i.e., the number of bits used to generate the watermark, on execution time and energy requirements of watermark embedding and watermark extraction for the 11 watermarking algorithms 4 . For nearly all the watermarking algorithms, we find that the energy consumption increases almost linearly as the watermark length is increased.
From Figures 4(a) and 4(b), we find that increasing the length of the watermark has little performance and energy penalty on local watermark embedding techniques such as Bruyndonckx's. Similarly, Koch's extraction process incurs minimum energy overhead with lower security levels (see discussion in previous three sections). However global embedding techniques such as Fridrich's, where the signature is distributed across a large number of blocks, incur significant penalty as the length of the signature is increased.
Xie and Zhu's algorithms embed watermarks in the frequency domain. Increased watermark length increases the computation of the correlation between frequency coefficients of the original image and the watermarked image. This correlation computation is a very complex operation and thus, places a heavy power burden on the handheld.
This study of different security levels is useful because frequently the choice of security level must be made in conjunction with the application requirements such as real-time constraints, QoS (quality-of-service), and residual battery energy in the handheld device.
Impact of Image Resolution
In the last set of experiments, we vary the resolution of the image being watermarked and study its effects on energy and execution time. The impact of varying the image resolution on watermark embedding and extraction are . From these figures, we observe that Fridrich's algorithm suffers maximum performance and energy penalty with increase in image resolution. As the image resolution increases, from a black and white (2 bit) image to gray-scale (8 bit) image to a color image (24 bit) 5 , the number of frequency coefficients per pixel increase, even though the total number of pixels remain the same. The larger number of coefficients lead to more computations (calculation of mean, band-wise correlation, and image normalization). Thus, spatial domain filters are "immune" to image resolution variance, whereas the performance of frequency domain filters are susceptible to image resolution.
High resolution images have higher quality, but might require more energy to download (communication energy) and to render (computational energy). On the other hand, from a security viewpoint, high resolution images provide a larger spectrum for non-uniform embedding of the watermark along each plane. 6 However, this too leads to higher energy consumption, since the search space for embedding and extracting the watermark increases.
Related Work
The term watermark has traditionally referred to an almost imperceptible imprint on paper that marks the authenticity of the document. Digital watermarking extends this 5 Each color component RGB is assigned 8 bits. 6 Each RGB component in an image forms a plane in the image.
idea to digital content [1, 2, 3, 13, 4] . Watermarking like steganography seeks to hide information inside another object, but should be resilient to intentional or unintentional manipulations and resistant to watermark attacks [2] .
The use of proxies as agents that can connect to a range of heterogeneous clients is a well-established practice [14, 15] . Several approaches have been proposed for securing the connection between the proxy and mobile devices that they serve [16, 17] . Also, moving computationally expensive tasks to proxies has been discussed in the past [18] and recently, is used in the context of establishing secure connections [15, 19] . However, in most of these works, task mapping is driven solely by performance, ignoring power constraints that are critical for handheld mobile devices [20, 21] . Recently, Potlapally et. al [22] analyzed the energy requirements of a wide range of cryptographic algorithms used as building blocks in security protocols such as SSL (Secure Sockets Layer).
Our work focuses on another computationally expensive task that is becoming interesting in the context of mobile devices -that of protecting digital content copyrights using approaches such as watermarking.
Conclusion
We presented an extensive analysis of the energy and computation requirements of a range of image watermarking algorithms -for each stage of the watermarking process. We analyzed the effects of parameters such as watermark security level on performance and energy consumption. We gave some insight into the relation between the complexity and security level of the watermarking algorithm and the energy consumed to run the algorithm. We also found that watermark extraction requires more energy than watermark embedding since the former has to search the entire image for a watermark. In future work, we plan to determine task or function level energy consumption of the watermarking algorithms, so that we can develop a global task-based partitioning strategy that minimizes power with a heterogeneous set of authentication and authorization requirements.
